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ABSTRACT

It is imperative to migrate the current public key cryptosystem to a quantum-resistance system ahead of the realization of
large-scale quantum computing technology. The National Institute of Standards and Technology, NIST, is promoting a public
standardization project for Post-Quantum Cryptography(PQC) and also many research efforts have been conducted to apply
PQC to TLS(Transport Layer Security) protocols, which are used for Internet communication security. In this paper, we
propose a scenario in which a server and multi-clients share session keys on TLS by using the parallelized NTRU which is
PQC in the key exchange process. In addition, we propose a method of accelerating NTRU using GPU and analyze its
efficiency in an environment where a server needs to process large-scale data simultaneously.
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N7 G A"l $3e] F AL
2l Fa e} olakZ L Al 7HkE 3
N7 == 19949 Shord] Ak &
AljkEw ok} Az Wel| A bssithe A
H3ich A= datR FAR e ==A
7ol WEsR] wdgkont A AwstES F
201 ool <kAAHSTEL FEE AR Hakg
AL thete] Mosca IFE FAATFES o] 43k
FASRE 2031 A FN7] stz AlzHle] AA
FES 1/2 oo R ASgrH(2). wlebA] <SR
H 7|EE o] &3 TR S EANEE 9l
= FAARE RS A F5Heln Al
7] ¢35 dzZeks wlEsHedl A9 20de] A8
A gl AlFEE AR Bel

V= FHETV|EA T4 NISTE A olzg
FAAEE Wt Z2ESE flsled M
(signature) ¥2]EF3 F707] &5 (Public Key
Encryption, PKE) ¥ 7] A+3t AAYUSZS(Key
Encapsulation Mechanism, KEM)el| w3t &
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H7HE AA 2020 TN daelEe] 3
1 (finalist) & AA =},

Table 1.3 #e] PKE/KEMel| <3l= 4719
e TR daEE 3 NTRU,
CRYSTALS-KYBER, SABER 3719 &ag]&o]
Azl718r  ok3 (lattice-based cryptography)®
A6 7]so] AFE vlES AR g}

Table 2.+ 32h= &% FR2 AHH Az} 7]
ub kFof diste] Fdd KA FF(security
category)< 7H+= detule] AAedA 7]} gt

Table 1. NIST PQC round 3 finalists

Signature PKE/KEM
CRYSTALS CRYSTALS
Lattice -DILIGHIUM, -KYBER,
FALCON NTRU, SABER
Code - Classic McEliece
Multivariate Rainbow -

Table 2. The size of the key and ciphertext for
NIST PQC round 3 finalists (unit: byte)

NTRU KYBER Fire

hps4096821 1024 SABER

sk 1,590 3,168 3,040

pk 1,230 1,568 1,312

ct 1,230 1,568 1,472
¥o 27]1% wlash NTRUE 593 944<
A e #% Fussh wastel KEM 34
o4 Astshol she 719} el 2717 Arke 4

N

oA Z&AS 7P =8 NTRU= o 3+
Frel nlaste] Ha 5Fo] Aes
L e A RS =i e e B g R
Ardo] AFE] & Aol AAelrh4).

g FeME AN YEE ToTe 22 4
& el Agste A B $4Al Hel ZREE
ql TLSel A83l7] g 2o A4 28 Fol
ok (5l A= el A TLS helHze
mbedTLS ellA vy dolel7} & Ax7]ak
¢35 AHE3lr] $13] Handshake Message
Fragmentation 7|5 Adshs 73 WAS A
ksl (6)elM= NISTY FEANY 28k= &
2 ZF F=7t k3 (code-based cryptography)
TS Blasta st dgE HAisEe 5 7
2 3o At TR EFS AdAISt] Alsksksich
=gk (Tl AA|HE F3E o] 438 Sy A%t
(AKE) Z2E23Z T7Hel digte] 7]ukiAl, <A
24 7, 7 38 55 vad At AlA =
041;]_'

B =rollME JEheE HE: FRE AAHE 8
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ZE S AARE ve] AR Au el A&
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1. HiZ R[4
2.1 NTRU Zz2|&

NTRU= NIST7} 218 &4l A EE 35
At 3ehrE FHE FHO AAH Azt s
Z 3htolth(3). NTRUE & #E Fuz A"
Az}l7]\k 43 KYBER, SABER7}
LWE(Learning With Error) ¥A4& 7o
sl= A gf2A4) NTRU A& 7FE3ke] kdAlS
EZPE}D}

NTRU A= AA}718k A %
SVP(Shortest Vector Problem) <Al <ghc}
(8). SVP A& We BE 7|AZ A== Az
F7F(lattice space) L(B)elx A(1)3} zFe] (o]
obd 7M -2 WE] vE e Aol

lvll = min{llvll:vE L(B) }. (1)

web] NTRU 241 347 hk 3012 of &
£ ol&ste] AoE At It L, elA 7 g
Bl (f.9) & 2= el 0133‘4% A& 7Hg o]
g, & g= NTRUQ 7184 AAdA A==
tpeirl o 2 JiQl)E FA SR 84t "t

NTRU¢ DPKE(Deterministic Public Key
Encryption)<= OW-CPA(One-Wayness
against Chosen Plaintext Attack)< A&+
o] ] 7|9k} AA= KEM-2
IND-CCA2(Indistinguishability under
Chosen Ciphertext Attack 2)& Al33kc}. =
g, NIST7F A <tse] ke w718zl 4
ho] AATE QbHA] FFol d3}te] io]' 7= 1, 3.
5ol &%sle vy AEE 7RRI(9

Table 3.2 NTRUY NTRU—hpsOﬂ Z&3l= 3
Mol slelrle] AlE9} NTRU-hrssoll <38k 171
getrle] Al B disl] A™gct. NTRU dare5e]
o4k o}kl Z(polynomial ring) AbellA o]F
AR)= A& EALE gl Table 3.9 nd 4t
o AHgE= hEAle] A AeE AA = Feiv
B2 ibel] AME= oheka] $-2 o532

Table 3. Parameter sets and security categories
of NTRU-KEM

NTRU-hps NTRU-hrss
n 509 677 821 701
P 3 3 3 3
q 2,048 | 2,048 | 4,096 8,192
security 1 3 5 3

1

= 2}/ -1, 5= 2LV (5= . (@)

& Eol, n=28212l FejrlE] AES A5 F
o 8202 tietals dAbel] AR-sAl Fc ]‘IH =
ZhE pe} g v A4S 2E# (modular)

2 2] FE 2 ZEY §o]
AAE oA s R ¢} o] E7|gtt. NTRUS
3}

A AlgjEic),

NTRU® KEM-=> o|#g o}sta] QA4ks AMS-
o 715 ks AAURSR 7 A4 AA, A=
3}(encapsulation) A, 2Bz &
(decapsulation) Aoz dvdrl Fig. 1
NTRUY KEM A4 A== etz 719
AL =238 Aol Aes}t HAgolAd F
A rId mEs AEHS T SAgTE AN
7] k5 A3t 7] hE T veale ohss)

L o

Key Generation

p Encapsulation
[E <T iy

Hash(r||m)

Fig. 1. Description of NTRU KEM
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7] A4 (seed)
o oA AEY: (fig) < Sample(seed)
s 7M7) A48 h=pf,*g (modq)
¢ M7 AR sk = £l flIRJls (mod q)
o 03k (sk,h)
o A&3t(h)

o okl AE: (r,m) < Sample,,, (seed)
q

* ’Tol“?r?] /\g}o k= HaSh(T7 )
¢ 433} et =7r*h+m (modgq)
o 0k (ct k)
o QAL (sk, ct)
¢ WA B58 m o= f* (f*et) (mod p)

A 553k = (ct —m)*h, (modq)
71 A4 k = Hash(r,m)

¢ prf7] A4 k, = Hash(ct,s)

¢ 9kgk k=Cmov(ky, k,)

*

ol-_l_ﬂ,,

f.g.r,m teka] 3 gAke] ‘ﬂr?i}él.‘?«i A=
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2.2 CUDA =234

GPU+x tl=e] dlolelE WHE Aejsh=d g
gt x5 7MAgk. NVIDIA AHGib) o4 20069 4
/N CUDAE GPUE o|83t W& #HFH
(parallel computing)< C& 72-& dojAtelx] +
st = QEE sl WPl dagk Al e
CPURT} £gHon d4T & Yus s 2
ZoltH(11). CUDA+ AHAPF A 3§45 (kernel
function)® AYgozy ¥y 75E
g}, CUDA Z2a#weld E2E(ho st)‘—;— BE
CPUE 9m|slx tiule]x(device)+ GPUE <]
nlghth, sAEefA AoE AdTTE i% sh o
nlo] zollA Ayt WH R A=)

GPU7} 7IA= 43 7§18 CUDA Z¢{(core) &
£ 7+ Z81del "eE| 244 (multiprocessors,
MP)ell dg=le] glck. CUDA 2wl A}
A} A 5 9l wlEee =) fufe]la e
A AHE- 7453 23 (on—chip) mlzE|e F~ES9)
tulo] A7} B% A 7Fsd £=Z A (off-chip) ™
w2 vdoh F24 w2el(global memory)E
2=3 Wxze2 =E CUDA EZ(block) We] =~
= (thread)’t A< + ot & £5 W9 =~
o] Ffishs 3 W=l (shared memory)
o} ~¥E] wf wEeel #HX2EH (register)E
23 e el Adgee] Addel wet AL
%E]:o] 7:17(5]%1;]—.

ALdgdE Al F #FA (launching)d o, A
d3ke] getvle|E AT E53 55 U9 &9
o] 5 A ]“ﬂ, Ffr vlme]e}l #x|2E

RS, E]aL Tiulo|zellA] g Wlell FAbEb=
2= 95 Yrlsle Y Z(warp)Y Ae e
sto] Zuigk W =Zs} Aol AslE AR 5
UEE 3= o] F83lth, GPUwW} 28} 714

O}

ol due] 2Rkle] vrne AdYes 55%
L2353 ~d= $2 A43] 2okt 2 A%
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Z2a9s gRstshs Zlo] shssih,
2.3 80| M

Table 4.5 B =¥%2] 3, 4, 5#& A AHg3 7]
o} 1 onlE Ak Ao},
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Table 4. Notations

number of executions in kernel
function (in Section 3.2, encapsulation
or decapsulation executions, in
Section 4.3, operation executions)
block tasks for one execution

N (ex. for a polynomial multiplication, it

means number of coefficients of a
polynomial)

B number of blocks generated in kernel
function

T total number of threads in a block

[1l. NTRU KEM &3}

& oA 2%elx AE CUDA £55 A
sto] NTRU KEM=S W& 3tsh= el s A
ghe}, 3,140l NISTS #ES} o] F AR
37F A4d TLS1.3 ZEEZ I A3}
3.24e4= o5 a3 Altshs WHE} AuR|es
A3t

Rl g2 ofL op

N Clients

Client 1
Encapsulation(pky

Host

3.1 TLS1.3 Z2EE

TLS<= + WAl k] <ksshd deoly A%5S 7}
S8l sl ZREZE A el %353 /)T
(IETF)ellA <ledl B4 Hekg 98 nFez A
Aatdrt. dA TLS1.3S d=Aelzs 53t 7] o
#(key exchange) A<l ECDH <x2|&S A
43l leh NISTY %3} ol ofAplAstEr}
ol & AT LR Holn o]o we} XF3} FRE
9] TLS1.3 ZREZ i3t AP =3 chwe
2 A= oot

NTRUE TLS1.3 ZREFO] AlekS WA
@3 7] w3 HAel| g slssiolen, 7|Ee] o
a8]E9l ECDHe} 34 AMgsle slelre=
(hybrid) ®=9} NTRU uhe @502 AlS3l+=
REd vE Al AdE HAoh(12). =
ICMC 2020014+ NTRU7} #@eo]®l](latency),
7ol = 55 wefd o o 2zk= FHYW
SIKE®} n]arste] TLS1.3 TR EFo| Z3lslcie
A7} dx=EAcH13).

o N U

Server

Device

N Key generations

kl ,Ctl
pk, sk
Client 2
Encapsulation(pk,) ciphertexts
kl ,Ctl e
Client 3
ecapiontp | pecapsutationmrmm [ [ 15 1 i
k]_ ,Ctl <<<Bd'Td>>>"' decap decap decap decap

Client N
Encapsulation(pky)

fey ety

N shared keys

i kI J..,l | I . l"-{i\_--.-l

BRI
N DRAM

Fig. 2. Parallel execution of decapsulations for key exchange with N clients
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3.2 HEs} L2

TLS1.3 Z2EFS E3l A&} client) & AW
(server)te] <tmsldl FAle A4 718 FHT
T gl N el AREAL Bl Mot J1E F
staak & w) el o] F AR Ae|shA =
AAdE g o] 2edd 4 olr} w2 =
o4& NTRU KEMe] TLS1.3 Z2&Z9 7]
3 Ao H4¥= WY F Fig.2.9} 72 s

Ae] &5 ARkt

e

| i 2 o

ok

« 7 A4 A
Mol ALalasa) s ilA ALEAE A
ClientHello HWAAE &3] dwe|Z&3} mjelq)
B ARZ A1 <i< V). e 7] A
I e S e B S S b B
(pk;, sk;) = Azt 24 ARgALelAl pk s A
gt

« Aest 3A
7 AMEAY AEst AAE A Ak
pk, 2 tasts du oo T kE S
I ot 5 Al A}

« gAEs A
Aels Ae N o, Azl Histe] A4
g sk, E QAfast AAE A} olw, 97
=3 A2 v AR AgE= Zle] ofd
AdTTrE AddsEe] tute]zolA HHw A
dot W qAws A AR A=
N3] AHgAke} k5 kAl ¥t

7] a3 o] snEw A= 7h AREAlA
ServerHello WAAE B o]F& 7+ A8z}
© TR EE olgste] Al okaskEl deleE
A Flc)

w2 Mzt Aests WEde Adygsia 7 Ak

« J AA A
A AR 7] A S SR Sl
Nel7) A (pk,, sk;)& A& 5 ClientHello
HARAE  F pkE AHeA ALE
(1<i<N).

« Aest A
A= Zb ARl A ke M| pk 2 A
£ S Adsel FBE a9 TR KT
AR} ol Awst S AdTsE
slo] tulolzeld Wz AH olF
H NS }EE o, ServerHello WAIA|
53 2 ARl Al A}

. 973 I

ox
2

i oX

A o, & BEHT kT Fhe Dok

B EFAA ol kel es Aels] 919 7
A AR A 4 BEe] A% 3 mE AE
3} s AANES Soih F, el B B
Ve g A7t FYA o Adsto] & vl 47
A 220 APUF FHAAE A "ok 9B
Zol 3 WA Adeledd AuE Ve F471E
A7) S8 Euelse] FmAl wueld) Avlel
ThAe qrawel v gt 34s) 7
4e s

AAE3t Ad | A AREE 5 FE B
2 A sixk. dAssE & v e
A3 2 E5L 2Els WA 7HlE EE 3R
ldl~(index) el whel Fig.3.7F zo] WM&
et olu, shte] EZo] Wk A=
A 3= W= [N/B, o 5 i 52
AAE3E skl WY FlE AR &
2y we]e] AAE Fael| sk AR}

Aest 34 gGA A" 59 F Bl we

Algorithm 1 Decapsulation kernel function
with B, blocks (7, threads per a block)

Input: N Private keys sk, Ciphertexts ¢
Output: N Shared keys k

1: b, = blockldx.x // block index
2: while(b,, <N) do

3 (k[b,,)) < Decapsulation( sklb,,l, ctlb,,])
4: //decapsulation with 7, threads in
5:

6

7

a CUDA block
b, += B,
: end while

Fig. 3. Parallel execution of N decapsulations
with multiple blocks on device
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FHEEE PHslel WAKY Ane AP
424 H5 WA kel AAES o8 At
o Wds JYe Ageln 4,344 1 BEYe
w4

NTRU &3t #43} dA4est 44 58 4
AHS Tetslr] fld At W e A7ks EAE A9
= Table 5.9} 2t} Agol= A=A/} NIST &2
F1el etz AlRE 2rFT F HA3 ajA
< AHsldon Intel Core i7-4790K CPU A
ol 287 SA 5T

Table 5.+ &3t HH7 Q43 A%
N=10,0008% #H3l9S W 2 X7ke] 1ms
(millisecond) °]4 A== QXSS 7|8 Ao
2 vwA gL A7ke] 28=E 9Fd (encoding)
AAES AYstdet. Rg-muldt o] ozl W &
H= ik X (2239 F 2|8k

>

oL

o
N
L
N
)

Table 5. Execution time for NTRU-hps4096821
on CPU (N=10,000)

Encapsulation 4,704 ms (100%)
randombytes 651 ms (13.8%)
sample-iid 8 ms (0.1%)
sample-fixed 382 ms (8.1%)
Rg-mul 3,534 ms (75.1%)
sha3-256 52 ms (1.1%)
Decapsulation 11,153 ms (100%)
Rg-mul x3 10,714 ms (95.5%)
mod (3, 2" —1) x4 103 ms (0.9%)
sha3-256 X2 192 ms 2.0%

( )
S3 frombytes 3 ms (0.0%)
(0.0%)

cmov 1 ms

=2 A3 g3kr] FA dAakel Rg-mule] Ed
2k 75%, A73=3 442

AA|l 42847 F oF 95% 5 AA|skgi). olol wet
4] T4 AAbe] Aol 1500 R A A

o}
3 3 AAAEol oF 3.99, A& B AA

Aol ok 1.7 B4 Aoz FAsisleh. w3,
A3t s A A T3S A9 b
B Azlel 295 o FA el it ng

287 3EEE
% T,E_LM%L ;HAOL O

. A% 34
: Rg-mul, randombytes, sample-iid,
sample-fixed, sha3-256

WL R

: Rg-mul, mod(3,z" —1), sha3-256

AR o] Al dake & 5 glth. NTRUS
3

alz) = Yaa'sk b(z) = Y ba'el TP FA <
i=0 i=0

A i er P dae) e AH8stel ozt

e Aog At
n—1 n—1In—1 o

c(x) =Y ca’ = Y3 D jabal Hmedn), (3)
i=0 i=07=0

n—1
= Zajb(i*jmodn)i ﬁ]ﬂ'%r/]' é‘ c(z)&] 7_]'— 7;]]_/’:

j=0
e AUz AN Be glo] A7 Segow A
HF

Ab 7Fssteh. wiebd (14)e14 = o=@t &

% sh wWel 343 e
oA w&sE AW dwelE NTRU-MLSE
NTRUS} 44k aele] chaal e Agalsleh



488 o A e A 7

3

< #1% GPU 7]4k] NTRU 24+4

Fig.4.ol4 zke] B2 ylo] ~¥
Al AFE Axtslr] S8 Edd 2]
gl B2 9] AdEe 45 7 AH=s) s
o Aggol 3 AA z2H]e N, =noZ %] uf
sffe] s} whEES Adgso}l sk o 35
L W,= [N/ T1 ole}, opA] e, ol ~¥H=
I adxrt ¢ b g8 e(z) 9 ¢, t,+ T
—1) AL ALE AXsle] thE

EEEIL

4,144 #4438 NTRU F£
A

& e vl

A 40T gl WIE AT A

Abell CUDACNA 11]*?5 = ‘&-?‘2*37]%1 curand

Jrg RSl o, 35 v o

Algorithm 2 Rgq-mul

Input: Polynomials a, b, Degree n
Output: Polynomial ¢
: procedure Rg—mul(n,c, a,b)
t;; < threadldx.x // thread index
while (t,;, <n) do

for i — 0 to n do

clt,)) += a[i]Xb[(tid*i) modn]
ty+=T
// T: # of total threads in a block

end while

1
2
3
4
5
6: end for
7:
8
9
0: end procedure

J—

Fig. 4. Parallelized polynomial multiplication
with 7" threads

Algorithm 3 randombytes

Input: Random bytes length len

seed

Output: Random bytes seed

1: procedure randombytes (len,,,,, seed)

20 t,, < threadldx.x // thread index
3: while (t;; <len,,.;) do

4 seed[tld] :curand(&state[tMJr blockDim.x
5: xblockIdx.x])

6 t,4+=T

7 // T: # of total threads in a block

8: end while

9: end procedure

Fig. b. Parallelized random bytes generator with
T threads

Zol gate] Addaor & AA YL N, =len,.,
7 sla 01% glal shte) et —sﬂ FE A
gel 4 Men,,.,/T1 7 ek, 84614 o}
1e »@%%s}f sampleiia QALE ARl
t}. sample-iide 7F wlo|Eo| &Y 3& 3}
t}alale] ASE ANZY g}, 7 AYTs o]tﬂ/koﬂ
wel AGE Axtel] ofu, 2dEs} HEato] Al
Aok % A A9 Ny =01, 7 e} waE
< Addor & sl W= [n—1/T1 7} "t
aeh Agel 2% e e AEY <iat
sample-fixed® ¥ WS} Erbssicl
sample-fixed® AAE vl A £ -13
1] 7§47} NTRU 3tetele] goll ofs] 24 =] 9l
o} ueld] 4 ASLE EEHog AR Eiln
Az Aol s G4t 4t el
sha3-256 4t w3k ofH 5 7t nle] Eo
el gulelErt 28 FE xFste] S
WAl Bl oA Wl Bhse @
S shbe] A Est Az Adskeg st

421 H=st 7

< E5 U9 ~¥zr) sl AYYd
A= ‘”14 Y= shirt AR AP
st olwl, EE Ule] ~#zr) gHsle] Al
odAke] 7§ L‘&"ﬂ A= TR s ule]E
(byte array) 22 Yo 2¥eSe] FRE
v melo] Adstsict.

Loy xS R
R e

o

> w2 fr
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Table 6. The number of registers per thread and minimum execution time for each operation in
NTRU-hps4096821 with 1 CUDA block (V: number of executions, V,: block tasks for one execution)

num. of N N=10,000
registers ’ time (ms) Speedup
randombytes 18 3.895 7.8 173.2
sample-iid 16 820 3.1 183.6
sample-fixed 22 - 11662.3 1.0
Rg-mul 58 821 604.3 159.3
mod (3, 2" —1) 20 820 3.1 183.6
Lift 19 821 3.5 232.8
+ mod (¢ 2" —1) 19 821 2.6 209.4
- mod(gz" —1) 19 821 2.7 209.4
Wys S84 g FE Ao Halr V. 45E4 Y FF3 Hiot
Table 6.-= NTRU® =3t d7A=st A9
T8 odibell tiste] A" Aoz oitebe YA~ R [ R ! e P B el i = =
Bl Aot s 3 Hd AeFdES A4 %3t whS 483 Awst, AAfws Adde A
o} 7ol 74]/‘&'0‘}04 Aelg Zlolct, o]F 3l AA A e A skaL A3 wieke AR
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THES @]%%L T ik Awst Ao AA & 5.1 X &2 zH3
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Table 7. NVIDIA  GeForce RTX 2080
specifications
Architecture Turing
Multiprocessors(MP) 48
CUDA cores 3,072
Memory speed 14 Gbps
Register / block 65.536
Register / MP 65,536

49,152 bytes
65,536 bytes
1,024
1,024

Shared memory / block
Shared memory / MP
Threads / block
Threads / MP




492 o5 AR BAeIH B34 7] @

3}

< #1% GPU 7]4k] NTRU 24+4

AR FAe HelZa2a] = B2 el o)
2 A 7Fse A7)E vebivh 919F 22 Ak
aesle] 9Zo] FEAS HWR 3] SslA= A
ko] AA wlme] Abgek el wE A
AMsle 1] Zasltt
£ Agex NTRU-hps4096821 s}e}vle] A=
A Nsight® &8 233 23 a3t Ads
AAE3E AdelA] AR 2B E 242 8070, 8270 At
43S Falstadrt. ol whak FAl At alAlRt
HAellA] B dA2EE AHEshe AHE o
o} webd AEs Ade] A #Hd Az AHE
o] 75%°1" 4709 &5 MPe] I43she Ao
7?%%}4‘ A AT} At A4S N=10,000
kil “%“%}71 913l 94.4ms®] A7ke] At o
3} 7] A A Iz AR/-EL 63%°19 4
7H«1 L2585 At Alo] rhssich. dAwst 7
AL N=10,000" Agstr] JeixE 87.6ms2
Al7ke] 48 gict.

H
A

0

Abol
)

o
4

°
o oX,

v

—

5.2 YOIEAl 5717

AdGsell 22 vimee] ATk LAyst
L HoleA (latency) S Zo]7] 8 Adskr A8

C Program
Execution
Allocates memory on device Host
Copy data from é
host to device (sk,ct) A
............................................ Bovica ——")
Launch kernel
Decapsulation <<«<B;, T > >
Grid 0
decrypt(sk, ct) — r||lm - o
1 2 B,
Grid 0
sha3-256(r||m) — k1
Grid 0
sha3-256(ct| [prf) — k2| |
cmov(kl, k2) - k — 11, Grid 0 -
(L) LT
- [
Copy data from Host
device to host (k) 5

Launch kernel

< Device
i Decyrption <«<B,Tp>>
Grid 0
decrypt(sk,ct) — r|jm —— %ﬁﬁ 5}
1 2 3 "

i Launch kernel

i M Hash <<<B,T>> >
X7 Grid 1

A 24 ez AdE 7], dE3E 52 TR
welol AAgste] A3l F8 A v 2R MR
2 AANE ADslgiet. ol AAs= A4 W
At o' ® ZFaA7|aat AA 29 4
F4 F2H vRed HIBIEE 3kt o] A

s#Ege] Y= w92 wAE A (burst
section)dl| %3l= wREE 1%316}7] ol g 2~
A} Qg 919 vlwefo d&H o2 HILEhs
798t & #HoldAl %7]7](latency hiding) =
5 71 5 ol

5.3 siAlEs 7HE 22

B el AR WSt wel] AgsA] w4
sha3-256 QAR 3hte] ~dzr) Adsy] o&
o AdFs W E2o] sha3-256 A4S s
< A @%%01 vl Zolx|A Hr}h &

£
*E“Bﬂﬂ ul ol A5 15}7} Z 7o Hgth =
°3|7§€F§]' AdellA H= z8Ae] HE3} ‘éi%t
ARgeFell ol vpebgteh. Nsights &3l
%‘Cﬂ?& 73} sha3-256 AAHSE Al A 7
=3} Ao HA~E AMERS oF 597HRE FelE]gl

o,
A

>
_Ll

Device

{8 (
sha3-256(r||m) — kL e
1

2 3
Grid 1
Grid 1
-

sha3-256(ct||prf) — k2

cmov(kl, k2) = k

Fig. 11. Host/Device workflow comparison of decapsulation methods: (A) single kernel version and (B)

multiple kernel version



&4 (2021, 6) 493

dellA] sha3-256 QA4S T} 2 7
WS AAE 5, dfEst
AdE 5353} AL AT AR E—ﬂ sfo] &
53} AL Fig. 3.0l 7]%d vie} 3o] 74 &5
o] Qakg AleYsla sjAgh AL 7 e Ert W
R AYstes st

Fig.11.8] A= d7A=s}t A4 &5 o] ~
H=rb #Ysto] Agsle da¥at opzl B2
oA shte] ~#=rh Aadl= sha3-256 A4t
A, BE QAbs shue] Adelr Adshs A5l
t}h o] 7 sha3-256 QA4S F W Adsh A
g AAelA E5 o] die] ~d=rt 843
A & AR LS JusA Elo daprem
gk Hol| E59] 5 B A A AE
slod Ff71E g} wbEel Fig.11.9] B %
01 R E‘r JJr )& F A FEste] Adshe 7
rd 7]. EEES ;‘(—]alﬁh;]—

t I el Ao A4l
B s A
: YA 28] AE-EF
<+ 58 Hast A4
Az FEAo] FoHE AR At AARZ 4
s s IAss S
72.2mse A7re] 4
13} mlazste] of 12w Aol
2]t} sha3-256 A4t %}Zﬂa W

[z

1
in

X ool

Q89 4 okl Aol o 49 Ao nalh
F AN welshs w ek ARz b
o] Astsle SRE aelsiof 3] wEolrt

o
IN

o
MESEN

M
my

o}

& AollA+= NTRU-hps4096821¢ wate] 34
%} 47é}°ﬂ*1 Avdd st whist 53l AR
35

a3 e BE A4 A3 AA4 e

& AR oful, 2 whEe 489 A3 Fig2.

sh e A el A Ase AAske Ao
A

O Fig.3.37 2] tpe] £58 A3l e
3l AAEs AAS WEHE Agses A vl
tt. @+ olul sh}e %% el ~e =7} 33}

SIE o2 Table 6 ‘*ﬂ/ﬂ Tk
2] 0.

s on S - E!'?l
skt

Table 8. GPU Aol4 ol2idt 75S A&

3lE w, CPU Aelxe] As dnl F4eS 4

3 Asolt}, CPU A A%5S NISTel NTRUS
AA7E Awd anE AHsle] S ARz oA
Table 5.¢14 AAsldct. Fig.11.9 Agt o] D
I @71YE A4 HEs A3 Aed Ade o
499 ASddE Hgon JAEs A 1544

S vtk AAEs Ade A9 Fig.ll.
o] Be} zo] @] whHzA] A4siS wrl Ho

e sRlslsleh ol 2 AgATE e gle]

Table 8. Performance comparison of implementation techniques (/NV: number of executions )

N=10,000
Implementation / Techniques encapsulation decapsulation
. improvement . improvement
times (ms) . times (ms) -
ratio ratio
CPU 4704.2 1 11153.3 1
Single l(‘gf%)versm 94.4 %49.8 87.6 %127.3
GPU : .
Multl((lsif‘%e_‘l_éirsmn ~ ~ 79.9 “154.5
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